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0T 26 mtons 2017 r. Ne 187-03 «O Oe30macHOCTH KpUTHIECKOW HHYOPMALIHOHHON



nadpacTpykTyphl Poccuiickoit @enepanuu»! ‘

MPUKA3BIBAIO

YTBEpIAUTH:

[Topsgok oOMeHa wuHGbOpManueld O KOMIBIOTEPHBIX HHLMICHTAX MEXIY
(;y6’beKTaMI/I KPUTHYECKOM UHPOpMaLIMOHHOH MHOPACTPYKTYpPbI
Poccuiickoii @enepanuu, Mexay cyOBEKTaMH KPUTHHECKOH WHGOpMallMOHHOH
uHppacTpykTypel Poccuiickoit denepaury U YNOJIHOMOYEHHBIMH OpTraHaMu
MHOCTPaHHBIX rocyaapcTs, MEXyHapOJHBIMH, MEXAYHapOIHBIMU
HEeNPaBUTEILCTBEHHBIMH OpPraHW3alisIMd M HHOCTPAaHHBIMU OpraHHU3alUsSIMU,
OCYILECTBIIIOIUMHE JE€ATEIBHOCTh B 00NAacTH pearMpoBaHUs Ha KOMIIBIOTEPHBIE
HUHIUIEHTHI (riprioxxeHue Ne 1);

IMopsimok  mosyuyeHuss CyOBeKTaMH  KpuTHYeckodl  MH(GOpMalHOHHOH
nHbpacTpyKTypsl Poccuiickoit ®enepannu HHPOPMAIMK O CPECTBaX U crocobax
NPOBEICHUS KOMIIBIOTEPHBIX aTak ¥ O METOoJaX MX MNpeayNnpexaeHus

¥ oOHapyxeHus (npuioxeHune Ne 2).

Jupektop A.BoptHHKOB

! Cobpanne 3axononarenbctsa Poceuiickoit ®epepaumn, 2017, Ne 31 (u. 1), ct. 4736.



[Ipunoxenne Ne 1
Kk npukazy @Cb Poccun

oT 24 woaa 2018 r.
Ne 368

Iopsgoxk
oOMeHa uHpopMaLyel 0 KOMITBIOTEPHBIX HHIMACHTaX MEXIy CyObeKTaMu
KpUTHYECKOH nHopMamoHHo# nHbpacTpykTyphl Poccuiickoii ®enmepanm,
MEXy CyObeKTaMH KPUTHYECKOH MH(POPMAIHOHHON HHOPACTPYKTYPHI
Poccuiickoit ®enepanvv U yroJHOMOYEHHBIMU OpraHaMy HHOCTPaHHbBIX
rOCyZapCTB, MEXAYHapOAHBIMU, MEXIYHAPOAHBIMHU HEIIPABUTEILCTBEHHBIMU
OpraHU3alUsIMHA U UHOCTPAaHHBIMU OPraHU3allUsIMU, OCYILECTBISIOMINMU
NesTeIbBHOCTh B 00JIaCTH pearnpoBaHHs Ha KOMITBIOTEPHbIE HHLIIUAEHTHI

1.  Hacrosmuit [Topsnok onpenensier mpaBuna oOMeHa HHpOpMaLUeER O
KOMITBIOTEPHBIX MHLIUACHTAX MEXAY CyObeKTaMU KpUTUYECKOM UHPOpMallmOHHOM
uHppacTpykTypsl  Poccuiickoii ~ ®epepanuu  (gajee  —  KpHTHYecKas
uHQOpMallMOHHass  UHQPAcTPyKTypa), MeXIy CyObeKTaMH  KpUTHYECKOH
UHPOpPMallMOHHONH  MHQPACTPYKTyphl U YIOJIHOMOYEHHBIMH  OpraHaMu
MHOCTPAaHHBIX = TIOCYyJapcCTB, MEXyHapOJHBIMH, MeXAyHapOAHBIMH
HENpPaBUTEIbCTBEHHBIMH OpPraHU3alUsAMU M MHOCTPAHHBIMU  OPTraHU3ALMSAMH,
OCYIIECTBIISIONIUMH AEATENbHOCTh B 00JIacTH pearpoBaHUs Ha KOMIIBIOTEPHEIE
MHLMIEHTBI.

2. [Ilpm IIPOBENCHUH MEPOIIPHUATHM I10 pearupoBaHUIO
Ha KOMIIBIOTEpHBbIE HWHLUACHTHI, CBS3aHHblE C (DYHKIMOHHPOBaHHEM OOBEKTOB
KPUTHYECKOH HMHGOPMALMOHHOH HHQPACTPYKTYphl, CYOBEKTHl KpPHUTHYECKOI
MHPOpPMaLlMOHHON HHPACTPYKTYPbI OCYILECTBIAIOT 0OMeH HHpOopMaLuel 0 TaKuX
KOMIIBIOTEPHBIX ~ HMHUMAEHTaX C  OPYTMMH  CyOBEeKTaMH  KPUTHYECKOH
MHQOpPMaLlMOHHONH HHQpPacTpyKTyphl B uenﬁx MUHHMMH3ALUHAN  ITOCJIEACTBHH
KOMITBIOTEPHBIX WHIIMAECHTOB U NPEIOTBPAILCHHS KOMIIBIOTEPHBIX HHIUAEHTOB Ha

Apyrux oObeKTax KpUTHUECKOH HH(OPMAIIOHHONH HHPPACTPYKTYPHI.

Vg L.
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CyOpexTsl KpuUTHUEeCKOH HHPOPMAIIMOHHON HHQPACTPYKTYyphl BIIpaBe
CaMOCTOSITENIbHO OIpelNeNsTh Kpyr CyOBEKTOB KpUTHYECKOH HH(OpMalOHHON
UHPPACTPYKTYPBI, C KOTOPBIMH OCYLIECTBIIIETCSA TaKOH OOMeEH.

3.  O6meH uHdopMalmen 0 KOMIBIOTEPHBIX MHIIMIEHTAX OCYIIECTBISAETCS
B CpOKH, JOCTaTOYHble [JJsi CBOEBPEMEHHOTO IPOBEIEHUS MEPONPHUATUHI
1o o0HapyXeHHIO, MPeAyNPexXIeHUIO 1 TUKBUIALNH [TOCIECTBUNA KOMIIBIOTEPHBIX
aTaK ¥ pearnpOBaHUIO Ha KOMIIBIOTEPHbIE HHIIUICHTHI.

4.  OO6meH nHpopMaIuel 0 KOMIBIOTEPHBIX MHIIUAECHTAX OCYIECTBIAETCS
CcyObeKTaMi KpUTUYECKOH HWHGOPMAILMOHHON HHGPACTPYKTYphI IIyTEM B3aHMHOTO
HalpaBJIeHUs] YBEJOMJIEHWH B COOTBETCTBUU C QopMaTaMU MpeACTaBICHUS
MHPOPMAILIMM O KOMIIBIOTEPHBIX HUHIUIEHTaX B TIOCYAApCTBEHHYIO CHCTEMY
oOHapy>XeHUsl, TpeAyIPEXKACHUS U TUKBUAALNH IOCIENCTBUM KOMITBIOTEPHBIX aTaK
Ha uH}opMalmoHHble pecypcbl Poccuiickoit ®enepauuu (nanee — 'ocCOITKA)
M COCTaBOM TEXHHUYECKUX MapaMeTPOB KOMIIbIOTEPHOI0 HHLKUAEHTA, YKa3bIBAEMBIX
npu  npencraBieHu  uHGopmauumu B [ocCOIIKA, omnpeneneHHbBIMU
HanpoHanbHBIM KOOPAWHALMOHHBIM LEHTPOM MO KOMIBIOTEPHBIM HMHILMIECHTaM
(manmee — HKIKH), a Takxe 3anpocoB, YTOUHSIOUIUX MPEACTABIAEMYIO
MH(QOpPMaIHIO.

5. HampaBneHue  yBeIOMJIEHMH M  3alpOCOB  OCYIIECTBISETCSH
NIOCPECTBOM MOYTOBOH, PaKCHMUIILHOH, 3JIEKTPOHHOM U TeleQOHHOMH CBA3U.

6. Ilpy HanNMYMKM TNOAKIIOYEHHS K TEXHUYECKON HHQPacCTpyKType
HKIIKHW, npenHazHayeHHOW MU OTIPABKH, MOMydYeHHUs, 00paboTKH M XpaHEHUS
yBEIOMJIEHHM M 3alpocoB B paMKaX HH(GOPMAaLMOHHOTO B3aMMOJAEHCTBUSA
c cyObekTaMu KpuUTHYeckod WHGPOPMALMOHHON WHQPACTPYKTYyphl, a TaKxe
C HHBIMH He SBIAIOMMUMUCS CyOBEeKTaMH KpUTHUECKOH HHGOpMaLUMOHHON
UHQPacCTpyKTYpsl OpraHaMd M OpraHU3alUsAIMHU, B TOM YHCJIE HHOCTPaHHBIMU
U MEXIYHapoJHbIMH (Hmajsee — TexHudeckas wuHbpactpykrtypa HKIKN),

YBCOOMIJICHHS H 3alIpOChbl HAIIPABJIAIOTCSA ITOCPEACTBOM HCIIOJIB30BAHUA JTAHHOM

UHPPACTPYKTYPBHIL.
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7. B cmydae ecnm mnepenaBaeMble B paMKax oOMeHa WHQopMalueit
0 KOMIIBIOTEPHBIX HMHIMIEHTaX CBEAEHHs COCTABIIAIOT rOCYJapCTBEHHYIO TaiiHy,
OOMEH OCYILECTBISETCS B COOTBETCTBHH C TpeOOBaHHAMM 3aKOHOIATEIbCTBA
Poccuiickoit @®enepanuu B 00J1aCTH 3allIUThI FOCY1APCTBEHHOM TaiHEL.

8.  OpnHOBpeMEHHO ¢ HampaBjleHHeM HHGOPMAIMM O KOMIIBIOTEPHBIX
UHLMICHTaX B paMKax oOMeHa CyOBeKThl KPHUTHYECKOH HHQPOPMAaLHOHHOM
UHPpacTpyKTyps! HHPOpMHUPYIOT 06 s3ToM HKIIKU.

9.  MndopmupoBaHue B COOTBETCTBUH ¢ ITyHKTOM 8 HacTosmero [lopsaka
ocymiecTBIIseTcsl cyObeKkTaMU KpUTHYeCKOH HHGOPMALHMOHHOW HHOPacTPyKTyphI
C UCMONb30BaHUEM TexHuYeckoi uHOpacTpykTypsl HKIIKM B cooTBercTBUH
c opmaramMu ImpencTaBleHUss HHGOPMALKWM O KOMITBIOTEPHBIX HHIIUAEHTAX
B ['ocCOIIKA 1 cocTaBoM TeXHHYECKHX MTapaMeTPOB KOMIBIOTEPHOTO UHIMIEHTA,
yKa3bIBaeMbIX Npu npeacrasienud uadopmaiun B 'ocCOITKA, onpeneneHHBIMH
HKIIKH.

10. B cny4ae oTCyTCTBHS NOAKIIOUEHHS K TEXHUUECKOH HHOPACTPYKType
HKIIKM  uHpOpMHpOBaHHE  OCYMIECTBISETCS  IIOCPEACTBOM  IIOYTOBOIA,
(GakCUMMIIBHOH WM DIEKTPOHHOH CBA3W Ha azapeca (TeledOHHBIE HOMeEpa)
HKIIKH, yka3aHHble Ha OQUUUaJIbHOM caiiTe B  HHGOPMAIHOHHO-
TeJIEKOMMYHUKaLMOHHOH cetu «IHTepHeT» 1o afgpecy: «http://cert.gov.ruy.

11. O6wmen uHpopManuen 0 KOMIIBIOTEPHBIX WHUUAEHTaX
C YIIOTHOMOYEHHBIMI OpraHaMH HHOCTPaHHBIX T'OCYHApCTB, MEXIYHapOIHBIMH,
MEXIYHapOAHBIMH HENpPaBHUTEIbCTBEHHBIMU OPTraHU3aLUsIMH M HHOCTPAHHBIMH
OpraHu3alUsAMH, OCYIIECTBIAIONUMH NeATeIbHOCTh B 00JIaCTH pearupoBaHHs Ha
KOMIILIOTEPHBIC HHIMCHTEHI (Jlajiee — HHOCTpaHHbIE (MeXIyHApOIHbIE) OpraHU3allHH ),
ocymectBisiercs HKIIKHY, 3a uckmoueHuem cirydaeB, korma oOMeH CyObekTa
KPUTHUYECKOH HHPOpMaLMOHHOH MHDpacTpykTypsl Takoii  uHpopManueit
HaNpsAMYIO C HMHOCTpaHHOH (MeXIyHapOoAHOH) oOpraHu3aunuedl IpeayCMOTpeH
MEXAYHapOIHBIM JoroBopoM Poccuiickoit deneparuu.

12. B ciryuyae He0OXOIUMOCTH OCYyHIECTBIEHHs oOMeHa MH(popMaluei o

KOMIIBIOTEPHOM HMHLMIEHTE C HMHOCTpaHHOH (MeXIyHapOJHOW) opraHu3aluei
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CyOBEKT KpUTHYECKOH NH(MOPMALIMOHHON HHpacTpyKTypsl Harnpasisier B HKITKA
oOpamieHue, coaepxamee OOOCHOBaHHE HEOOXOAMMOCTH oOMeHa 9Toi
uHpopManue# U ykazaHHe HaUMEHOBAHHs, MeCTa HAXOXIEHHd, aapeca
MHOCTpaHHON (MEXAYHapOOHOW) OpraHM3alldd W HWHBIX HEOOXOAMMEIX IS
nepefad HHGOpMalUM CBEJEHHH C MPUWIOXKEHHUEM COCTABIAIONIEH IpeaMer
obMeHa uHdpopMauu (xanee — obpaileHue).

13. CyOpekTsl KpuUTHYEeCKOH  HH(pOpMAIMOHHON  WHGPACTPYKTYpPEI
HanpabistoT obpamenue B HKIIKU B nopsnke, yctaHOBIIEHHOM ITyHKTaMu 9 u 10
Hactosiulero [lopsaxka.

14. HKIKW nHezaMennuTensHO HHPOPMHPYET CYOBEKT KPUTHYECKOM
UHPOPMALMOHHON HHPPACTPYKTYPHI O HOJIYIEHUH €T0 0OpaIeHHU.

15. HKOKW B TeueHne 24 4acoB mHoCle TMOJy4YeHHUS oOpallieHus
paccMaTpuBaeT HH(GOPMALUIO 0 KOMIBIOTEPHOM MHLHKAEHTe. B ciiydae mpuHATHS
pelieHus o Mepenadye 3TOH HHQPOpPMAIMK B HHOCTPAHHYH (MEXIyHapOIHYIO)
OpraHH3allHIo, He3aMeUINTEeNbHO HaIlpaBIlseT ee aapecaTy, O 4eM OJHOBPEMEHHO
UHGOpMUpYETCA CYOBEKT KpPUTHUECKOH WHGMOOPMAIMOHHOW WHOPaCTPyKTYpHI,
HanpaBHUBILKN oOpalieHHe.

16. Tlpu npunsatuu HKLIKU peumenns o6 otkase B nepeaade nuHhopMauu
O KOMIIBIOTEPHOM HHIUACHTE WHOCTPAaHHON (MEXIyHapoIHOH) opraHuzaluu
CyOBeKT KpUTHYeCKOH HHGOPMAIMOHHONR WHQPPACTPyKTYphl, HaNpaBUBLIMH
oOpaieHue, HHPopMupyeTcs 00 3TOM B TeueHue 24 4acoB.

17. HampaBneHue UWHPOpPMALUU B HHOCTPAHHYIO (MEXIYHAPOIHYIO)
opranmsanuio ocymectsigercs HKIIKMM B coorBerctBuuM ¢  Qopmaramu
IpeJcTaBleHuss MHPoOpMamuu o KoMmbloTepHBIX HHUHAeHTaX B ['ocCOITKA u
COCTaBOM TEXHUYECKUX IapaMEeTPOB KOMIBIOTEPHOTO HMHLUAEHTA, yKa3blBa€MBIX
npu npeactapneHnu uHpopmarmu B 'ocCOITKA, onpenenennsivu HKIKH.

18. Ilpm nomydyeHHH OTBeTa OT HHOCTPAaHHOW (MEXIYHapOIHOMN)
opranusauuu HKIIKU B Tedyenune 12 yacoB HampaBiseT OaHHBII OTBET CYOBEKTY

KpUTHYECKOH MHGPOPMAIIOHHON HHPPaCTPYKTYphl, HAITPpaBUBILIEMY OOpallleHHE.
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19. B canyuae ecnn oOMeH MHpoOpMaLeil 0 KOMIBIOTEPHBIX HHIHAEHTAX,
CBA3aHHBIX C (YHKIMOHMPOBAaHHEM OOBEKTOB KPUTHUECKOH HH(MOPMALHOHHOMN
HHGPACTPYKTYphl, HANPAMYIO ¢ HHOCTPaHHOW (MeXIyHApOXHOH) opraHu3aluei
IPeAYCMOTPEH MEXAYHAapOAHBIM JorosopoM Poccuiickoit denepaunu, cyObeKThI
KPUTHYECKOH HHQPOPMALMOHHONH HHQPACTPYKTYPhl TaKXe HAMPaBIAIOT TaKyro
nHpopmaruo B HKIIKHM ¢ yka3saHueM peKBH3HTOB MEXIYyHapOXHOTO IOroBOpa
Poccuiickoii ®enepanuy, B COOTBETCTBHH C KOTOPBIM OCYINECTBIAETCS JAHHEIM
oOMeH.

20. B cnydyae nomydyeHuMs cyOBEKTOM KpUTHYECKOH WH(POPMALMOHHOM
HHQPacTPyKTYpsl HHGOpPMAI O KOMIBIOTEPHOM HHIIMIEHTE, CBI3aHHOM C
(GYHKIMOHHPOBaHUEM 00BEKTa KPUTHIECKON HHPOPMAIIMOHHON HHOPACTPYKTYPHI,
WHHULUATUBHO HANpPAaBJICHHON HMHOCTPaHHOM (MEeXAyHapOoJIHOW) OpraHH3alMei,
CyOBEKT KpUTHYEeCKOH HH(POPMAUHOHHON HMHOPACTPYKTYPHl  HAIpaBIIAET
nony4uenHyio uHpopmanuio B HKIIKU He mo3xHee 24 4acoB ¢ MOMEHTA MOJTYYEHUS
TaKoi HH(pOpMaLIH.

HanpHemui oOMeH nH(popMaLuet 06 3TOM KOMITBIOTEPHOM HHIUIEHTE C
HMHOCTPaHHOM! (MeXIyHapOAHOW) opraHu3anneil oCymeCTBISETCS B COOTBETCTBHH C

nyHkramu 12 — 18 Hacrosgmero [Topsiaxa.



[Tpunoxxenue Ne 2

k mpukaszy ®Cb Poccuu
or 24 woasa 2018 r.
Ne 368

ITopsinox
HOJTy4eHns CyOheKTaMK KpUTHISCKON HHPOPMalHOHHON HHPPACTPYKTYPhI
Poccuiickoit ®enepanuu HHPOPMAIHH O CPEACTBaX U CIIoco0ax MPOBEACHHS
KOMITBIOTEPHBIX aTaK H 0 METOAaX UX MpenyIpexaAeH!s i OOHapyKeHHs

1. Hactosmuit Ilopsmok ompenenseT mnpaBuia IONy4YeHU:I CyOBeKTaMH
KpUTHUeCKOH WH(pOopManuoHHOW HHGpacTpykTypsl Poccuiickoii ®exneparuu
(nanee — KpuThueckas wuHGOPMAalMOHHas HWHPpacTpykTypa) HHGOPMaLMH
0 cpeacTBax M cmocobax NpOBEACHHS KOMIBIOTEPHBIX aTaKk H O METOJaX HX
MpeaynpexaAeHus U OOHapyKEHUS.

2. CyOBeKTHl KPHUTHYECKOM HMHGOPMAaUHMOHHON MH(PACTPYKTYphl HONYy4aroT
HHQOPMALIMIO O CpeIcTBax M crocobax IpOBENeHHs KOMIBIOTEPHBIX aTak
U 0 METOJaxX UX NMPeAyNpexXaeHus U 0OHApYKEHUS IIyTEM:

2.1. O6pamenuss K oQUIMANIBHOMY caiiTy B  HH(GOPMAIMOHHO-
TeJIEKOMMYHHUKAIMOHHO#H ceT «HTepHET» 1O afpecy: «http://cert.gov.ruy.

2.2. Hampapnenus 3ampocoB B HaninoHansHbIH KOOPAWHAIUOHHEIN LEHTP 110
KoMIbioTepHbIM HHIMAeHTaM (nanee — HKIIKHW) ¢ ucnonb30BaHueM TEXHUYECKOH
uappactpykrypsl HKIIKHM, npenHasHayeHHOHM [Ji1 OTIPaBKH, IIOJyYeHHS,
00paboTKH M XpaHeHWs YBeJOMJIEHHH W 3alpocoB B paMKax HHGOPMalHOHHOIO
B3aMMOJIENCTBHSA C CYOBEKTaMH KPUTHIECKON HHPOPMAMOHHOH HHOPACTPYKTYPHI,
a TaKKe C MHBIMHU He SBJIIOIUMHUCS CyObEeKTaMH KPUTHYECKOH MH(POPMAIIMOHHON
UHPPaCTPYKTYPhI bpraHaMH M OpraHW3alUsMH, B TOM YHCJIE HMHOCTPAHHBEIMH H
MEXIYHAPOAHBIMHA (Hanee — texHuueckas uHppactpykrypa HKLIKH), nuGo, npu
OTCYTCTBHMH IOJKITIOYEHUS K Hel, MOCPEICTBOM IOYTOBOH, (PaKCMMHIBHONW MU
3JIEKTPOHHOU cBs3M Ha anpeca (tenedonnele Homepa) HKLIKH, ykazaxHble Ha
obunyarbHOM cafite B MH(OPMAIMOHHO-TEIEKOMMYHHKAIIMOHHOM  CEeTH
«uTepHET» MO aapecy: «http://cert.gov.run. |

2.3. Hanpasnenus obpatenuii B @Cb Poccuu.

2.4. Hanpapinenus  3ampocoB  ApyruM  cyObekTaM  KpUTHYECKOH

HHPOPMALIMOHHON  MHQPPAaCTPYKTYphl,  HHOCTPAaHHBIM  (MEXIyHapOAHBEIM)
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OpraHU3alMsAM, €CIM TaKOH 3allpoC He CONEPXKUT CBEJEHHN O KOMIIBIOTEPHBIX
WHIWUJEHTAX, CBA3aHHBIX C (YHKIMOHHPOBaHHEM OOBEKTOB KPHUTHYECKOH
UHPOPMaLMOHHOHN UHPPACTPYKTYPHI.

3. B cnyuyae nHampaBieHus 3ampoca, MpeIyCMOTPEHHOTO NOIIYHKTOM 2.2
Hacrosuero Ilopsnaka, oTBer cyOBekTy Kputhdeckod HH(POPMALIOHHOH
MH(QPaCTPyKTyphl IPeIOCTaBIsIeTCs B MATHIHEBHBIA CPOK C MOMEHTa IOJIydYeHHs
TAKOro 3arpoca.

4. Tonyuenue cyOBeKTaMu KPUTHUYECKOMN WHGOPMALIMOHHOM
MHQpacTpyKTypbl HHGpOpMalUd O CpeAcTBaX M cmocobax MpOoBeAEHHS
KOMITBIOTEPHBIX aTaK M 0 METOAAax UX MpeayNpexieHus u OOHapyKeHHs B paMKax
obmMeHa uUHpopManuel O KOMIBIOTEPHBIX HHIMIEHTAX, CBA3aHHBEIX C
GYHKIIMOHHPOBaHUEM 00BEKTOB KPUTHIECKOH UH(pOpMaHOHHON
UHQPaCTPyKTYyphl, OCylIecTBIseTcs B coorBercTBuU ¢ [lopsakoM oOMeHa
uHpopmanuei o KOMHBIOTepHBIX MHIUOCHTaX MeXIy CyOBeKTaMU KpUTHYECKOU
uHpopmainonHoit undpactpykrypsl Poccuiickoit @enepariu, Mexay cyObeKTaMu
KpUTHYeCKOM WH(popMaluoHHOU wuHppacTpykTypsl Poccuiickoii ®enepauvu u
YIIOJTHOMOYEHHBIMH OpraHaMH HHOCTPaHHBIX TIOCYIapcTB, MEXIyHapOIHBIMHU,
MEXIYHapOAHBIMH HETPaBUTEIBCTBEHHBIMH OpraHU3alliIMU U HUHOCTPAHHBIMU
OpraHU3aIsIMH, OCYIIECTBISIOUUME AEATEIbHOCTh B 00JIACTH pearupoBaHus Ha
KOMIIBIOTEpPHBIE ~ WHLUICHTHI, yTBepkAeHHbIM mnpukasom OCBb Poccun
or 24 mona 2018 r. Ne 368

5. HKHKM ocymecTsiasier  HamnpaBleHHe  CyObeKTaM  KpPUTHYeCKOit
nHpOpMalMOHHOK HHGPACTPYKTYpHl HHGOPMALUMM O CpeACcTBaX W crmocodbax
IPOBEICHUS KOMIIBIOTEPHBIX aTaKk H O METoJax HX HpeaynpexIeHus
U OOHapyXeHHs C yderoM ocoOeHHOCcTell (YHKIHOHUPOBaHUS OOBEKTOB
KPUTUYECKOH HMH(MOPMAIMOHHON HH(QPacTpyKTyphl, NpUHAJISKAILUX JAaHHBIM
CyObeKTaM KpUTHYeCKOW WH(POPMALMOHHOW HHOPACTPYKTYphl Ha IIpaBe
COOCTBEHHOCTH, apeHAbI UM UHOM 3aKOHHOM OCHOBaHUHU.

6. HampaBnenne wuHpoOpMalmd O CpeAcTBAX H CHocobax MpOBEHEHUS
KOMIIBIOTEPHBIX aTaKk KW O MeToJaXx HX MpeXyNpexAeHUs U oOHapyX eHUS
OCYILIECTBIISIETCS] TOCPEACTBOM HCIOJNB30BaHU TEXHUYECKOH HHOPACTPYKTYypHI
HKIIKHN.

7. B cmydae OTCyTCTBUA y CYObeKTa KpUTHUECKOH WH(YOPMaIOHHOMN

MHQPACTPYKTYphl TOIKITIOYEHHUS K TexHHUYeckod wuHPpacTpyktype HKIIKH,
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HHbOpMaLUs HampaBiseTcs IIOCPEACTBOM IMOYTOBOM, (AKCHMHIBHON MM
3JIEKTPOHHOM CBS3H.

8. Hanpaenenne wuHbopMauuu o0 cpeacTBaXx U criocobax MPOBEAECHHUS
KOMIIBIOTEPHEIX aTaK U O METOAax UX MpeaynpexaeHus  oOHapyXeHUs CyObeKTy
KPUTHYECKOM HH(MOPMALMOHHON HHQPACTPYKTYpBl OCYLIECTBISETCS B CpPOK

He no3aHee 24 yacos ¢ MomeHTa nonyyenuss HKIKU takoii undopmanuu.



